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Chapter

| ntroducti on

Thank you for choosing ASUSTOR network attached
storage (NAS).

From cross - platform file sharing to multimedia server applications to App Central, ASUSTOR
NAS provides you with a rich assortment of features, allowing you to explore the unlimited
potential of NAS.

ASUSTOR Data Master (ADM ): The Amazing Starts Here

Your NAS comes preloaded with ASUSTOR Data Master (ADM), an operating system developed
by ASUSTOR. Designed around the use of Apps, ADM' s intuitive web -based interface allows for
easy organization and a user -friendly experience. This user manual will introduce you to all the

rich assortment of preloaded applications (Apps) on your NAS.

Your Ideal Private Cloud

ASUSTORS exclusive EZ ConnectTM technology lets you access your NAS from almost anywhere
on the planet. Whether by compu ter or mobile device you need only an Internet connection to

access your NAS from anywhere and at any time



Cross-Platform File Sharing

ASUSTOR NAS provides flawless cross- platform file sharing. No matter what operating system

you are using, you can still effortlessly connect to your NAS and access your data.

Embrace the Cloud, Enjoy Peace of Mind

Experience the convenience of cloud computing inas tress free environment. ASUSTOR' s ADM

Defender and support for encryption provide the highest standard of security for your system.

Your Data is Safe with Us

ASUSTOR NAS offers a complete host of data protection and backup solutions. Features such as
RAID and two -way transfer support offer bullet -proof protection and flexible application. Savor

a stress free and liberating user experience .

The Hub of Your Home Entertainment

Make ASUSTOR NAS the hub of your home entertainment and enjoy digital entertainment like
you never have before. Countless Apps such as ASUSTOR Portal, LooksGood, SoundsGood,
Photo Gallery an d UPnP Multimedia Server allow you to enjoy digital entertainment in every

corner of your home .

Vigilant Security

ASUSTORS Surveillance Center lets you collectively manage an array of IP cameras, helping you
keep an eye on your most valued assets. You can even take snapshots and control the pan, tilt
and zoom functions of all cameras. In the event of any disruptions, Surveillance Center will notify

you at once, giving you complete peace of mind

ISCSI and Virtualization

Seamlessly integrate with any existi ng IT environments. Enjoy flexible and cost -efficient shared
storage. ASUSTOR NAS supports the use of iISCSI and NFS in addition to being verified as, Citrix
and Hyper -V ready.

Protect Our Planet with ASUSTOR



It is our mission to continue to develop  exceptionally energy efficient products. From their
inception, all ASUTOR NAS products are designed and developed around ecologically friendly
concepts. Features such as, Night Mode, disk hibernation, power scheduling and fan control all
help you to save p ower. Furthermore, each ASUSTOR NAS is fully compliant with EuP standards
(EuP 2.0).

Unnoticeable quiet

For products like NAS that need to run for a long time, if the noise is very loud during operation,
many users will be unbearable. ASUSTOR NAS's exclusive low -noise design makes the operation

sound almost unnoticeable, satisfying your high  -quality requirements of the living environment.

Enrich Your Mobile Life

Imagine having your photos, media files and important documents always at your fingertips

ASUSTOR offers an array of mobile applications to make your digital lifestyle complete

App Central: Unleash the Unlimited Potential of NAS

The Apps that come pre -installed with ASUSTOR NAS are just the beginning. At your
convenience, browse through and download any additional Apps that peak your interest from
App Central. Explore the unlimited potential of ASUSTOR NAS while creating a personalized NAS

for yourself.

Onl i ne Resources

Features 3 Compatibility 3 Downloads 3 Technical Support 3 FAQ3 ADM Live Demo

Forum 3 ASUSTOR College

Terms of Use

All ASUSTOR products have undergone stringent and comprehensive testing. Under
normal user operation and within the warranty period, ASUSTOR will assume
responsibility for any hardware failures. Before using this product, please read the
End-User License Agreement (EULA) located at the end of this user manual.


https://www.asustor.com/admv2?type=1&subject=1&sub=5
https://www.asustor.com/service/compatibility
https://www.asustor.com/service/downloads
https://support.asustor.com/
https://support.asustor.com/index.php?/Knowledgebase/List
https://www.asustor.com/live_demo
https://www.asustor.com/online/community
https://www.asustor.com/online/College
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Getting Started with ASU
Master (ADM)

This section will introduce you to the process of logging in, using Searchlight and using the
taskbar in ASUSTOR Data Master (ADM).

Installing ASUSTOR NAS and ADM

Before you begin using your NAS, please make sure that you have installed hard disks,

connected the NAS and have properly initialized it. For detailed instructio ns on setting up your
ASUSTOR NAS and installing ADM, please see the Quick Installation Guide for your ASUSTOR
NAS model.

Quick Installation Guide https://lwww.asustor.com/service/downloads

Logging in to ASUSTOR Data Master

After installation and initialization, you can use the following methods to log in to your
ASUSTOR NAS:

Connection within the local network (LAN)

Method 1  Use ASUSTOR Control Center (ACC) to scan your local area network for ASUSTOR
NAS devices. Select your NAS and then click on the 1t C
screen. ACC can be downloaded from Downloads

Method 2 If you already know the IP address for your ASUSTOR NAS on your local area network,
you can directly enter it into your web browser to connect to your NAS. For example:

http://172.16.1.69:8000/  (The 8000 in the image is the default port)

= (] X
G Google X +

& C| @ http//172.16.1.69:8000/ @@ @ :

Gmail Images ii: °


https://www.asustor.com/service/downloads
http://172.16.1.69:8000/
https://www.asustor.com/service/downloads

Connection outside the local network (WAN)

Method 3  If you are connecting to your ASUSTOR NAS remotely, you can enter
CloudID.ezconnect.to or CloudID.myasustor.com into your web browser to connect to your

NAS. For example: http://john.ezconnect.to  or http://john.myasustor.com:8000

G Google X + = ] X
& C | @ http://john.myasustor.com:8000 ®@ N G :
Gmail Images i: 0
7~ n
Reminder: When connecting remotely, please remember to register your NAS and then enabl e

EZ Connect under [ Settings ] , [EZ-Connect] , [Enable EZ-Connect Service ]. After
configuring a Cloud ID for your NAS, you will be able to connect to it remotely using your
customized hostname.

Settings

E -

@ Network ASUSTOR makes it easy for you to connect to your NAS anytime, anywhere, simply by enabling the EZConnect service
Access Control below and signing up for a Cloud ID.

€% Regional Options Enable EZ-Connect Service

Hardware Please name a set of easy-to-remember Cloud IDs. This set of IDs can be used to access to the NAS anytime,

anywhere.

Notification Cloud ID: ASUSTORPMS3 Rename

[ Certificate Manager IPv4 and IPv6 DDNS Configuration: IPv4 and IPvb v

Network Recycle Bin The settings below provide a different way access this NAS
File Explorer If using a web browser, please enter the following URL

Scheduling ADM: rttpsy//ASUSTORPMS3.ezconnectto (&

2 EZ-Conned Please use an app on your mobile device to connect to your NAS, You may use AiFoto, AiMaster, AiData, AiMusic,
AiDownload.

&Y Manual Connect e ]

E:; ADM Maintenance

Registration

Snapshot Center

Taskbar

Taskbar is located at the top area of ADM and includes the below items and functions:
1 2 3 4 5 6 7 8 9

1. Show desktop: Minimizes all windows.


http://john.myasustor.com:8000/

2. Searchlight : Easily find apps and files without extra indexing. Instantly
preview files, file information and location with ASUSTOR Searchlight. Click
one of the search results on the left to show image previews while more
information is found  on the right. Use the keyboard' s up and down arrow
keys to view different results. Double click or press Enter to open a result.

3. App Icons:
Open apps : Open apps appear here and can be pinned, restored, minimized  or closed .

Pin to taskbar: Right click an app in the taskbar to bring up a context menu where the app can

be pinned.

Unpin from taskbar: Right click an app in the taskbar to bring upa  context menu where the app

can be unpinned.

4. EZ Connect.to Relay Service:

This icon means that you are connecting using the  EZconnect.to relay service. Connections

using EZ-Connect.to will be slower and download abilities will be limited

5. Task Monitor : Check and monitor different background tasks like uploading, copying and

moving files.

6. Account Options : Displays options for account settings, sleeping, restarting, shutting

down and signing out.

Settings : Selecting Settings provides you with  tabs options for account settings, volume usage
and themes.

Personal :

Configure account password, email address, description and Ul language. If using an
administrator account, two -step verification can be enabled . Desktop settings arranges app

icon in se veral ways, including 5x3, 6x3 or 7x4.

10



Personal

Settings Volume Usage

Password:

Confirm password:
E-mail:
Description:

ADM language:

Enable 2-step verification

Theme

Admin

English

Volume Usage

Here, you can view information regarding your hard disk storage volumes such as usage and

storage quota.

11



Personal
Settings Volume Usage Theme
Volume File system Usage Quotas
Volume 1 Btrfs -- --
o
Theme:

Appearance: Options for auto, light or dark modes.
Title Bar theme: Options for changing the appearance of the title bar.
More themes:

Options for additional themes that include changing the background, text colors, icons and
window colors. You can also upload images to the NAS or select an image already on the NAS to

set a custom wa llpaper.

12



Personal

Theme

Appearance:

Title Bar theme:

Toolbar Settings
Toolbar location:

Automatically hide toolbar when using a
desktop browser:

* More themes
Fit:
Window color:
Desktop text color:
Desktop settings:

Window Animations:

* My images My previous images

B Default Images There are no images in this folder

4« @ ADM
- Home
- Docker

- Download
- Music
- Plex

lcon style:




7. System Announcement:

System

ackup Central External Devices

System announcement are displayed here. Customize system announcements by going to Sign
In Page Style under General in Settings. System announcements are like bulletin boards that
convey information to those using the NAS, for example, to notify employees of downtime or

maintenance.

8. Tools: Click plus to add information from Storage Manager, Activity Monitor, Online Users

and Important Logs for quick viewing.
0lmoa

9. Preferences : ADM settings are now in an easy -to-use central location, making finding the
right settings even easier. One click is all that is needed to browse and change settings.

Preferences is now found on the taskbar on the top right.

14



Preferences

@  Settings

2 ® ©

General Regional Options

Ll

Manual Connect  Factory Defauit Registration

Access Control

®

Local Users Local Groups AD / LDAP

-
-_
-

2

Hardware

AD / LDAP Users

Notification

AD / LDAP Groups

AADM Defender

Shared Folders

Terminal

Certificate Manager

2)

App Privileges

ADM Update

TFIP Server

Network Recycle Bin

U

Scheduling

Reverse Proxy

15



Chapter

Pr-enstalled Apps

Pre-installed Apps include the configuration of function  and service settings for hard disks and

hardware . You can configure everything from system related settings to user access rights.

Settings

General

Here you can manage the system HTTP port and auto logout settings. Auto logout will logout

users if they remain idle past the specified period of time.

Settings @ - @ x
Management Sign In Page Style Video
$ Network System
System HTTP port: 8000 -

@ Regional Options
Enable HTTP Secure (HTTPS)

Hardware
System HTTPS port: 8001 -

Notification Minimum security protocol: TLS 1.2 v

7 Certificate Manager Automatically change HTTP connections to HTTPS connections.

. You can import your S5L private key/certificate through the Certificate Managﬂ.o
Network Recycle Bin

Auto Logout

r Scheduling

t> EZ-Connect

& Manual Connect
E:, ADM Maintenance

-] Registration

You can automatically log out idle user(s) by setting up the time-out timer.
Time-out timer: 1 Hour v

Trusted Reverse Proxy Server

When connecting to your NAS through a trusted reverse proxy server, ADM will obtain the IP address of the user
from that server to help to protect your MAS.

Trusted Reverse Proxy Server [P: Mone Add

(1) Management

System HTTP Port

This is used to specify the port you wish to use to connect to ADM

You can access your NAS by opening a web browser and entering your IP address followed by a

colon and the specified port number.

's web based user interfac e.



For example: http://192.168.1.168: 8000

Enable HTTP Secure (HTTPS):

HTTP Secure functionality uses a dedicated, yet separate, secure commun ications port to
connect to ADM' s interface to enable safer data transfer. All that is needed is to open a web
browser, enter the IP address of the NAS followed by a colon and the HTTPS port number to
connect to ADM. (Example: https: //192.16 8.1.168: 8001). ADM has options for importing  SSL

certificates or keys in Certificate Manager and to make HTTPS connections mandatory.

17



Timeout timer:

For security concerns, users that remain idle past the specified period of time after logging on

will be automatically logged off

(2) Media mode

Media mode improves multimedia streaming and transcoding performance by reserving 512

MB of RAM on some ASUSTOR models.

Settings ? — O3
Management Media Mode Sign In Page Style Video
@ Network Improve multimedia streaming and transcoding performance by enabling Media Mode on your NAS. Media Mode
reserves a portion of RAM for multimedia playback.

& Regional Options Enable Media Mode

.4/«4 Hardware Note: If you exit Media Mode, certain Apps or a portion of their functio
Notification

=== ADM Defender

54 Certificate Manager

ADM Update

7:; Network Recycle Bin

";:, Scheduling

,1\ EZ-Connect

",S‘, Manual Connect

4 Factory Default

[l Registration
(3) Sign In Page Style

Under Sign In Page Style you will be able to configure the following

18



Settings

Management Sign In Page Style Video
@ General vianag - -
B Network Login Page Appearance
Background Image: Browse
f Regional Options
Fit: Fill o
Hardware
Customized Image: Circular v
Notification
Browse t'r
Certificate Manager
Appearance: Light v
Network Recycle Bin
Layout: Middle w Restore
Scheduling
~ Display Settings
EZ-Connect play 9
_ Show hostname AS5304T-PM53 Please click here to configure.
¥ Manual Connect
Display NAS model AS5304T
Ei ADM Maintenance Show time MM/DD/YYYY, 12-hour clock  Please click here to configure.
- Show NAS

Registration

Login Page Appearance
Background Image: Changes wallpaper. Supports JPEG images.
Fit: Fill, tile or stretch wallpaper.

Custom Image: Enables or disables custom image on the signin  page as well as choose either a
rectangular or circular image. Cropping can also be done to adjust the position and focus of an

image. Supports JPEG images.
Appearance: Options for light, dark or automatic modes.

Layout: Options for adjusting the layout o f the sign in page. .

Display Settings:

Here you can change the display settings like [Show time], [Sh  ow hostname], [Show NAS], and

[App shortcuts].

System announcement:

Displays announcements on the login page and specify announcement content as well as

display time.

19



7~ .
Settings
P
& General

@ Network

@ Regicnal Options
Hardware
Notification

54 Certificate Manager
Network Recycle Bin

t-:‘.‘ Scheduling

4> EZ-Connect

';-‘E‘, Manual Connect

@1 ADM Maintenance

D- Registration

Management

Sign In Page Style

&# Show time

Show NAS

App shortcuts (@

~ System announcement

Show:

Announcement period:

m
1

Title:

Content:

Login & ADM v

Forever v

System announcement

Due to system maintenance, the following
services will be temporarily, affected
during the following periods, the
scheduled maintenance date(s) as follows:

Video

MINM/ULYTYTY, 12-NOUr Clock

Flease ClicK Nere 1o contigure.

(4)Video

Converts unplayable videos to a playable format in File Explorer or Photo Gallery 3.

fon Y .
Settings
-
& General

@ Network

@ Regicnal Options
Hardware
Notification

[C-] Certificate Manager
Network Recycle Bin

t-a Scheduling

1> EZ-Connect

&Y Manual Connect

@1 ADM Maintenance

[l Registration

Management

Media Conversion

Sign In Page Style

Video

Some browsers do not support certain types of video formats when playing back in ADM. ADM is able to

automatically convert and create a compatible copy of one or more videos stored on the NAS to a playable format

for easier viewing.

When unsupported videos are found, what would you like ADM to do?
Do not convert

Automatically convert

@ Always ask

video format, size and processor speed. Automatic conversion

20



Network

Here you can configure the server name, LAN and Wi -Fi settings. Other settings include

address, DNS server and default gateway .

Note: This function may differ depending on the NAS model in use.

P

Settings
Genera Network interface Prox
General I ¥
Server name: AS5304T-PM53
Qﬁ Regional Options
Default gateway: Auto W

Hardware

Notification

[Z7 Certificate Manager Enable IPv6
Network Recycle Bin DNS server:
Scheduling

EZ-Connect
';‘:‘. Manual Connect
E; ADM Maintenance

Registration

(1)General

Server Name: An online name for your NAS.

Default Gateway: The default gateway that you wish to use.

DNS Server:

Here you can set the DNS server that you wish to us e. Should you choose to obtain your IP

address via DHCP the system will automatically obtain the  available DNS servers for you.

(Network interface ->LAN ->Configure ->Obtain IP address automatically) If you choose to

manually enter an IP address then you will have to m anually enter a DNS server as well . (Network

interface ->LAN ->Configure ->Set up IP address manually)

Reminder: Using an invalid DNS server will affect some network related functions. (i.e.,

Download Center). If you are uncertain about how to proceed, please

address automatically.

choose to obtain your IP

21



(2) Network interface

Settings

General General Network interface Proxy

f’ Regional Options LAN 1

Hardware
Natification LAN 2 /172.16.1.233
[£) Certificate Manager ] 1000Me/s. Full-duplex
Network Recycle Bin PPPoE,/ -
Scheduling
EZ-Connect
&Y Manual Connect

Eg; ADM Maintenance

Registration

Add Create VPN or Create Link Aggregation

Create VPN

Here you can let your ASUSTOR NAS become a VPN client, and via PPTP or Open VPN, connect
to a VPN server to access a virtual private network. ASUSTOR NAS supports the use of different
connection settings files, allowing you to connect to the VPN server of your choice. The
ASUSTOR VPN client currently supports the two most common connection protocols: PPTP ,
OpenVPN and Wireguard VPN.

Reminder: The VPN client cannot be used simultaneously with the VPN Server. If you need to

use the VPN client, please first stop any use of the VPN server.

Create Link Aggregation

Link aggregation (a.k.a. trunking, bonding or teaming) combines two o r more network
connections into one. To use link aggregation, your Ethernet cables must be connected to the

same network switch and your network switch must support link aggregation.

Configure  Here you can setup IPv4 or IPv6 related settings. You can al so

obtain IP address automatically or set up IP address manually.

Action Once you set up a VPN client, you can select that VPN client  and click

[Action] to manage the use.

22



DHCP Server Settings

You can configure the DHCP settings only if the  IP address was configured manually

A Lease time (hr): Enter a value (1-720) to set the DHCP lease time (in hours) for IP addresses
assigned to DHCP clients .

A Primary/Secondary DNS: Enter the Primary/Secondary DNS address for DHCP clients.

A Domain Name: Set the domain name f or the DHCP server.

A Subnet List: You can add subnets here.

A DHCP Client List: Here you can check the list of DHCP clients and their network configurations
(e.g. MAC address, IP address, hostname, and the amount of time left before the DHCP lease
expires).

A DHCP Reservations: If you want a client to always receive the same IP address during DHCP

lease renewal, you can add the client to the DHCP reservation list.

PPPOE

If you are using DSL or a cable modem to connect to the Internet and your Internet service
provider uses PPPoE (Point to Point Protocol over Ethernet), you can go to [Settings] >
[Network] > [PPPoE] and enter your account information to allow the system to connect to the
Internet without having to go through a router. If you wish to get more info rmation about

PPPOE, please contact your Internet service provider or network administrator

(3)Proxy

Here you can enable proxy server connections, allowing the NAS to connect to the internet via a

proxy server.

A Proxy Server: The address of the proxy serv er you wish to connect to. (Supports HTTP and
HTTPS)

A Port: The communications port of the proxy server.

A Authentication: If the proxy server you are using requires authentication, you can enable it

here and then enter your username and password.

23



Settings e -

P General Network interface Proxy

Use a Proxy Server
@ Regional Options

Hardware
Notification
[ Certificate Manager Username
Network Recycle Bin
E—H Scheduling
EZ-Connect
=Y Manual Connect

E:; ADM Maintenance

-. Registration

See More
NAS 105 I Networking: A Beginner's Guide

NAS 307 | Networking: Link Aggregation
NAS 322 - Connecting Your NAS to a VPN

Regional Options

Here you can adjust the settings for date and time, display format, time zone and daylight saving
time.

24
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Settings @ — B

@ General Date & Time Language
@ Network Time Zone
(UTC/GMT+08:00) Taipei v
@ Regional Options
Current date & time: 09/04/2024 PM 05:36
Hardware New date & time: --
Notification Display Format
Date: MM/DD/YYYY v

[ Certificate Manager
Time: @ 12-hour clock 24-hour clock
Network Recycle Bin
Date & Time Settings

ﬁ Scheduling @ Synchronize from a NTP server
E7-Connect NTP server: pool.ntp.org -—--—--—-—---m Worldwide v Test

,;;\’ Manual Connect Update frequency: Daily v

Manually configure
Et ADM Maintenance

» Registration
‘ NTP Servire

Codepage : In order to avoid garbled characters in the file  name when using the app in some
cases, it is recommended that you set the language code here according to your personal

common language, so that the correct file name can be displayed while using the app.

Settings P
General Date & Time Language
@ Network Display Language

Please specify the login page and ADM default language.

Regional Options
Default ADM display language: English v

Hard
ardware Codepage

Notification Select the codepage for non-Unicode filename conversion.

Codepage: English v
[-) Certificate Manager
Network Recycle Bin
E-" Scheduling
EZ-Connect
&Y Manual Connect

E:; ADM Maintenance

-‘ Registration

Hardware

Here you can configure settings for the  LED indicators, buzzer, hard disk hibernation, power

usage, fan speed and LCD display panel.
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Note: This function may differ depending on the NAS model in use.

System:

Here you can choose to disable any of the LED indicators to save power. By selecting "nig  ht
mode", only the system power LED indicator will be enabled. It will flash an orange light every 10
seconds. "Night mode scheduling” will allow you to configure the start time and duration of

night mode. You can also configure settings for the buzzer, re  set button and infrared receiver
here. In certain Rackmount model, we provide Service LEDwhich allows you to easily find the

NAS location among a lot of machines.

Settings
System Energy Control Power Fan Control
General 9y
@ Network LED
LED brightness:
Q\ Regional Options
LED night mode setup: None v
L]
Disable the following LED indicator(s) when night mode is not activated:
Notification Status LAN Drive
Power Backup
7 cCertificate Manager
Buzzer
Network Recycle Bin Enable system buzzer: Power On Power Off Restart
Scheduling Warning Error
EZ-Connect Settings
_ Enable rear reset button
Y Manual Connect
Enable infrared receiver
E:: ADM Maintenance
Registration
Apply
Energy Control:
A Disk Hibernation: Your hard disks will enter hibernation mode when left i dle for the period of

time specified here. Once in hibernation, the hard disk LED indicator on the front of the disk
tray will flash once every 10 seconds to indicate that the disk is hibernating. If an access error

is detected on a hard disk, the LED indi cator on the front of the disk tray will be lit red.

A Sleep Mode: Here you can configure the time period the NAS will remain idle before
automatically entering Sleep Mode (S3). In addition ~ to RAM, all of the NAS' s hardware will

stop running in order to  conserve energy.
A Diagnostic Tool: If the hard disk or system has not yet entered sleep mode during the
specified time, you can click on "Diagnostic Tool" to find out which services and applications

are still accessing the hard disk.



Settings

System Energy Contro Power Fan Control
@ General N

& Network Disk Hibernation

Hard disk(s) will enter hibernation mode if there is no access within the time period specified.
6:" Regional Options

Internal disk(s): 30 minutes ~
.
g’ e External disk(s): 30 minutes v
Notification The hard disk hibernation log includes information for internal hard disks, external SATA hard disks and USB hard

disks. Starting from when they first wake from hibernation, activity for these hard disks are recorded in the system
[ Certificate Manager information log.

Enable hard disk hibernation log
Network Recycle Bin

Sleep Mode

The system will enter sleep mode 53 (Suspend to RAM) if there is no data access within the time period specified.

I‘_'” Scheduling

EZ-Connect ote ne time period specified cannot be less than the ::""; ed hard disk hibernation time period

o Time: Never v
5y Manual Connect

E:; ADM Maintenance

-. Registration

If the hard disk or system has not yet enterad sleep mode during the specified time, you can click on "Diagnostic
Tool” to find out which services and applications are still accessing the hard disk.

Diagnestic tool

Apply

® Why won' t my ASUSTOR NAS enter into Sleep Mode (S3)?

The followi ng services will affect the NAS' s ability to enter into Sleep Mode (S3) as they require

hard disk access while running

A

A

A

Download Center, Takeasy download tasks, RSS scheduled downloads, unable to ente  r Sleep

Mode (S3) when subscription downloads from multimedia websites are in progress

Unable to enter into Sleep Mode (S3) when Photo Gallery 3 or Looksgood doing media file

conversion or Surveillance Center recording video.

Unable to enter into Sleep Mo de (S3) when the following Apps are syncing: DataSync Center,
ASUS WebStorage

Unable to enter into Sleep Mode (S3) when the following Apps are executing backup tasks:
Cloud Backup Center,HiDrive, RALUS, WonderBox

Unable to enter into Sleep Mode (S3) whent he following Apps are doing background task :

Plex, UPnP server, Owncloud, Docker -ce related apps

Unable to enter into Sleep Mode (S3) when using Windows service: Join your NAS to a

domain (AD) or become a Local Master browser

PC\MAC mounts the NAS folder as a network drive.
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A ASUSTOR Control Center, Backup Plan, Download Assistant will check the connection settings
with the NAS at any time when using it. This may also cause the NAS hard drive to fail to enter

hibernation.

You can also use the previous menti oned Diagnostic T ools to check whether there are service

programs not mentioned above, which causes the NAS to fail to enter sleep mode.

Power: Here you can manage power usage settings such as EuP, Wake-On-LAN (WOL) /Wake -
On-WAN (WOW) and power scheduling .

Settings
System Energy Control Power Fan Control

General Y 9y
B Network EuP Mode Configuration

EuP (ErP) stands for Energy Using Product and is a provision created by the European Union to regulate power
f Regional Options consumption.

Enable @ Dizable

Q;‘ Hardware

Settings

Notification

Enable Wake on LAN (WOL), Wake on WAN (WOW)

[E3 Certificate Ma nager

‘When the power button is held down for 1.5 seconds: Shut down NAS v
MNetwork Recycle Bin When power is restored to this NAS: Keep previous state
r_-l' Scheduling i - a - - S
EZ-Connect Power Scheduling
';‘:‘, Manual Connect Add
E= ADM Maintenance Day Power On Power Off Restart Sleep

-. Registration

Apply

Fan Control: Here you can set the rotation speed for the fan. If you ar e not
sure about which speed to  select, you can simply select Auto. This will
automatically adjust the fan speed in accordance with the temperature of

the system.
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Settings ® - @ x

-
General System Energy Control Power Fan Control
@ Network Fan Speed

You can set the fan rotation speed by selecting one of the following modes.
@ Regional Options @ Auto

LOW speed

o Medium speed
Notification

High speed
[C4 Certificate Manager
Metwork Recycle Bin
E-::l Scheduling
t> EZ-Connect

".?,‘. Manual Connect

E] ADM Maintenance

D‘ Registration Apply

LCD Panel: You can have the LCD panel display a customized scrolling message. This function

is only available on the models with LCD panel .

Settings ® ® O
General System Energy Control Power Fan Control LCD Panel
@ Network Display

@ Regional Options Enable customized text

|

’ Notification

©® Note: Reset Button

If for some reason you cannot connect to your NAS, this button can be used to return a portion

of the settings to their default values. The data stored inside will not be affected.
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AThe system administrator account (admin) password wi
A The system HTTP and HTTPS ports will be reset back to 8000 and 8001 respectively.

A The system will revert to automatically obtaining an IP address. You can then use
ASUSTOR Control Center to search for your NAS

A ADM Defender will be reset and will allow all connections.

Reminder: You must hold the reset button down until you hear a "beep " for the settings

mentioned above to be reset.

Notification

You can configure this setting to send you notification immediately in the event that the system

encounters any problems.

E-mail:

Accounts that will be used for sending e -mail notifications can be set here. Google, Microsoft or
another SMTP server email address can be used to send notifications. Multiple accounts can be
set up but only one may be used as the primary account. While configuring accounts to receive
e-mail notifications, the types o f system notifications that will be received by these accounts can

also be customized.

SMS:

Accounts of the SMS service provider that will be used for sending SMS notifications can be set
here. While configuring a mobile phone number to receive SMS notif ications, it is also possible

to set the type of system notifications that will be received by these recipients.
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Push Notification:

Here you can enable the push notification setting for the AiMaster mobile app which can be
downloaded from the Apple App S tore or Google Play. When designated system events occur,
your ASUSTOR NAS will immediately send notification to the Apple/Google push notification

server which will then forward it to your mobile device.

Advanced:

Custom rules for the event notifications can be set here. ADM event notifications can now be
filtered by keywords. Wi th support for daily,
regularly review all important events in one email thread. Different rules can be set for different
notification recipients and allows the correct owners to handle important events more

efficiently.

You can click add to configure the push notification via the push services
provider: Pushbullet or Pushover . Please refer to NAS 201 - Configuring

Push Notifications

You can click edit. Here you can enable the push natification setting for the
AiMaster mobile app which can be downloaded from the Apple App Store
or Google Play. When designate d system events occur, your ASUSTOR NAS
will immediately send notification to the Apple/Google push notification
server which will then forward it to your mobile device. Supports iO S 10.0

and onwards/Supports Android 6 and onwards j

Available on the iPhone \ ANDROID APP ON .
D App Store },‘ Google play
Warning : Push notifications are transmitted to your device from Apple /Google 's push
notification servers. A poor Internet connection o r abnormalities in Apple/Google' s push

notification service could potentially prevent AiMaster from correctly receiving notifications

weekl vy,
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Certificate Manager

Using Certificate Manager, you can import a valid certificate to establish an SSL connection. All
communication data (including identity credentials and transmitted information) among your
NAS and all clients will be automatically encrypted over the SSL connection. This helps prevent
the data from being eavesdropped on or modified over Internet. SSL applicable services on
ASUSTOR NAS include:

ADM management connections (HTTPS)
Web server connections (HTTPS)
FTP server connections (FTPS)

Mail server connections (POP3s, IMAPS)

Settings

General

T A
&4 Network Add

f Regional Options Support 06/29/2031 AM 08:10

asustor.com (Default)
Hardware

Notification asustorpm53.myasustor.com 09/12/2024 AM 03:08
& Certificate02

B§ Certificate Manager

Network Recycle Bin
Scheduling
EZ-Connect
",'E‘. Manual Connect
Eg; ADM Maintenance

Registration

The Certificate Manager in ASUSTOR NAS can directly connect to Let' s Encrypt to generate a
valid certificate and install it automatically. This helps you to enhance NAS security w ith an SSL
connection in a fast and easy way at zero cost. Moreover, before the Let' s Encrypt issued

certificate expires, Certificate Manager can be configured to perform an automatic renewal.
See More

NAS 324 - Using HTTPS to Secure NAS Communication

Network Recycle Bin
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I n order to enable the Network Recycle Bin for specif
Control N > | ®&hrasd &md then select the desired shared
} Edit N button to configure it

The configurations made on the t Recycle BinN and t Emp

to all enabled Network Recycle Bins.

After enabling Network Recycl e Bin, all files deleted via the following protocols will be moved to
the Recycle Bin:

A SMB File Service (CIFS/SAMBA)

A Apple Filing Protocol (AFP)

A File Transfer Protocol (FTP)

A File Explorer

A WebDAV
Settings
General Recycle Bin Empty Recycle Bin
@ Network Settings

Recycle Bin supports SMB, AFP, FTP, File Explorer and WebDAV.

@ Regional Options Default access rights for the Network Recycle Bin are only accessible by administrators. Home folders are not

Hardware included.
: folders, please click here, select desired shared
Notification .
[£7 Certificate Manager Recycle Bin Rules

If deleted files meet the rules configured below, they will be deleted immediately instead of being moved to the
& Network Recycle Bin Recycle Bin.

. File size greater than
r_-L' Scheduling

File size less than Byte
EZ-Connect

Files with the following extensions

&Y Manual Connect
If a filename begins with these

E: ADM Maintenance characters

-. Registration

Scheduling

(1) Thumbnails:

Schedules times when background processes can do work and utilize CPU resources.
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Settings 9 -

— Thumbnails Automatic Drive Information Updates
General
@ Network Peak Time Settings
When scheduling peak hours, CPU load may be increased during off-peak hours as ADM resizes and converts photos
fC‘ Regional Options and thumbnails.
Quick setup: Please Select v
Hardware
Peak Hours (Disables background processing)
Notification

@ I:‘ Off-peak Hours (Enables background processing)

[£- Certificate Manager
0|1|2|3|4|5|6|7 (8|9 |10(11(12|13|14|15(16|17|18|19|20|21|22|23

Network Recycle Bin Sun
Mon

EZ-Connect Wed

Thu

=¥ Manual Connect Fri
Sat

E!-, ADM Maintenance

» , Registration

Apply

(2) Automatic Drive Information Updates:

Updates drive usage information across volumes at specific intervals. Can cause hard drive

usage to spike.

Settings ® — =

Thumbnails Automatic Drive Information Updates
General I
@ Network Automatic Drive Information Updates
Regularly update usage information across volumes at specific intervals.
p -
‘2§ Regional Options Information concerning data use is found in Activity Monitor and in Access Control. Click Refresh to update drive
information immediately.
Hardware
Update upon startup.
Notification Automatically update drive information
[ Certificate Manager Frequency: Daily v

Time: .
Network Recycle Bin AM v 12 v 00 v

Last update: 09/04/2024 AM 12:00
© Scheduling
Time spent: 1 Seconds
EZ-Connect
=Y Manual Connect

.(m:} ADM Maintenance

-_ Registration

Apply

EZ- Connect

Here you can configure all the ne cessary settings for remote access.

34



Enable EZ-Connect Service Here you can obtain a Cloud ID for your NAS. By entering the

Cloud ID into ASUSTOR client applications or Cloud ID.ezconnect.to into browser, you can

access your NAS without having to enter the host/IP information

Settings
EZ-Connect
General '
-@- Network ASUSTOR makes it easy for you to connect to your NAS anytime, anywhere, simply by enabling the EZConnect service

below and signing up for a Cloud ID.

&% Regicnal Options Enable EZ-Connect Service

Hardware Please name a set of easy-to-remember Cloud 1Ds. This set of IDs can be used to access to the NAS anytime,
anywhere.
Notification Cloud 1D ASUSTORPMS3 Rename
[ Certificate Manager IPv4 and IPv6 DDNS Cenfiguration: IPvd4 and IPve v
Network Recycle Bin The settings below provide a different way access this NAS

If using a web browser, please enter the following URL

[ scheduiing ADM: https://ASUSTORPMS3.ezconnectto (B

A EZ-Connect Please use an app on your mobile device to connect to your NAS. You may use AiFoto, AiMaster, AiData, AiMusic,
AiDownload.

¥ Manual Connect

E!v_ ADM Maintenance

[~ , Registration

Apply

Manually Connect

DDNS:

Here you can create or configure your DDNS account. DDNS allows you to use a persistent host
name (i.e., nas.asustor.com) to connect to your NAS. You won't have to w orry about

remembering your NAS' s IP address. This feature is often used in dynamic IP environments.

35



@ Settings
@ General

@ Netwaork

@ Regional Options
Hardware
Notification

3 Certificate Manager
Netwark Recycle Bin

r:..' Scheduling

+> EZ-Connect

E:} ADM Maintenance

™) , Registration

DDNS EZ-Router

DDNS

You can create a unique hostname (e.g. mynas.asustor.org) for your NAS by subscribing for DDNS services.

Enable DDNS service
DDNS provider:
Username/Email:
Password/Key:

Cloud ID

IPv4 and IPv6 DDNS Cenfiguration:

WAN IP checking interval:

Network Status

Current IPv4 address:
Current |Pv6 address:
Current hostname:

Last known IPv4 address:

myasustor.com

IPv4 and IPv6

30 minutes

W

W

Create certificate from Let's Encrypt

o

EZ-Router :

Here you can set up your network router automatically for direct NAS access from any device

with Internet access.

@ Settings

General

@ Network

@ Regional Options
Hardware
Notification

57 Certificate Manager
Network Recycle Bin

r:..' Scheduling

+0 EZ-Connect

E:: ADM Maintenance

"] , Registration

DDNS EZ-Router

EZ-Router Setup

This can help you to set up your network router automatically for direct NAS access from any device with Internet

access. (e.g. laptop and mobile phone)
Activate
Status: -
Port Forwarding
Edit Self define Reset
Description

ADM Web service

NAS Port

8000, 8001

Router Port

8000, 8001

Protocol Status

TCP -

Reminder: Your router must support UPnP/NAT

-PMP. Please note that not all routers support

automatic configuration. Please see the hardware compatibility list found on the ASUSTOR




website for more information . To know the network ports list used by ASUSTOR services,

please refer to: What network ports are used by asustor services

See More :

NAS 227 - Introduction to AEC (ASUSTOR EZ Connect)
NAS 224 - Remote Access - Manual Connect
Compatibility - EZ-Router

Related :

ADM Maintenance

ADM Update:

Here you can obtain the latest version of ADM to ensure system stability and to upgrade

software features.

Live Update: After e nabling Live Update, the system will notify you of any available updates

when you log in to ADM.

Set automatic scheduled updates: After enabling this option, the system will automatically check
for available updates during the configured time. If updates a  re available, the system will

automatically proceed to download and install them.

Note: If, during ASUSTOR App upgrades, the system shuts down or the upgrades are interrupted

due to unknown causes, the system will attempt the upgrades again at the next sch eduled time.

Manual Update: You can go to ASUSTOR's official website to download the latest version of
ADM.

Factory Reset:

Here you can restore the system back to its factory default settings. After this, the system will
return to its pre -initialized st ate. For security reasons, you will be asked to enter the
administrator password before performing this operation. You can then initialize the system
again through ASUSTOR Control Center or by logging into ADM.

Note:
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After the system is restored to its  factory default settings, all previous settings and files will be
permanently deleted. You will not be able to recover these settings and files. Please ensure that

you have backed up the data on your NAS before you begin this operation.

It is not possible for anyone to reinitialize a NAS that contains a WORM shared folder set to

compliance mode. This means that the NAS cannot be restored to factory settings.

Settings Backup:

Here you can export or restore system settings in .bak format (file extension). This feature also
supports scheduled backup, which means that you can create scheduled backup jobs and then

export the settings to a specified location on your NAS.

Registration

Here you can sign up for a personal account (ASUSTOR ID) and register your  product. Once the

product has been registered, your ASUSTOR ID will be automatically enabled.

Settings

General

& Network Registration

Sign out Edit
f" Regional Options

Hardware
Notification
Certificate Manager
Network Recycle Bin
Scheduling
EZ-Connect

=Y Manual Connect

E‘.‘; ADM Maintenance

P Services

Here you can configure network related services such as FTP server and TFTPserver.

SMB




SAMBA is the open source implementation for SMB and works w  ith most major operating
systems. This also enables your NAS to join an Active Directory, also known as AD, which enables

access rights for domain users, groups and shared folders on Windows when accessing the NAS.

32 Services
File Service
Bl sMmB
B9 AFP SMB
Enable SME
| =} NFS

Workgroup: WORKGROUP
=~ FIP Server Enable WS5-Discovery [i]
E- WebDAV Enable Time Machine support [ ]
=) Terminal i

View Backup
4 Rsync Server Time Machine usage

T TFTP Server ~ More Options
B onwp WINS server:
T SFTP Highest SMB version: SMB3 v

Lowest SMB version; SMB2 hd
W PReverse Proxy

SMB signing: Default v O

| Enable SMB Multichannel @
Enable Local Master Browser

Workgroup

This is the workgroup on your local area network that your NAS belongs to.

WINS Server:

Microsoft Windows Internet Name Service (WINS) is a NetBIOS name  -to-IP-address mapping
service. Window users will locate the system more easily on TCP/IP networks if the system has
been config ured to register with a WINS server.

Max/Min SMB protocol:
Sets highest and lowest SMB levels.

A SMB 3: SMB 3 has been supported since Windows 8 and Windows Server 2012. It is the
enhanced version of SMB 2.

A SMB 2: SMB (Server Message Block) 2 has been suppor ted since Windows Vista and is the
enhanced version of SMB. SMB 2 adds the ability to compound multiple SMB actions into a

single request to reduce the number of network packets and enhance performance.

Enable SMB Multichannel
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SMB Multichannel allows you to combine the speed of multiple Ethernet ports for speeds up to
and above double performance depending on network conditions and number of Ethernet ports

used. This feature only allows for combining the Ethernet ports of the same speed and type.

Example: 2.5GbE and 10GbE ports cannot be combined.

Enable Local Master Browser :

After enabling this option, your NAS will, from your local area network, collect the names of all

other computers in its workgroup

Reminder: Enabling this feature may prevent your hard disk(s) from going into hibernation.

Allow only NTLMv2 authentication

NTLMv2 stands for NT LAN Manager version 2. When this option is enabled, login to the shared
folders by Microsoft Networking will only be allowed using NTLMv2 authentication. If th e option
is disabled, NTLM (NT LAN Manager) will be used by default and NTLMv2 can be negotiated by

the client. The default setting is disabled.

Enable Samba VFS modules to enhance macOS compatibility:

This option enables the catia, fruit and streams_xattr  modules on Samba. These modules
increase compatibility for macOS Finder on Samba for features that include but are not limited
to special characters and metadata. If you are experiencing difficulty accessing SMB volumes

with macOS with certain apps, enabl ing this option may resolve these issues.

Disable Opportunistic Locking

For networks that require multiple users concurrently accessing the same file such as database, it

is suggested to disable Opportunistic Locking. To prevent one file being edited by m ultiple users
simultaneously, such mechanism should be implemented in the document processing software

(for example, Microsoft Office programs).

Enable debug logging:

When this option is enabled, detailed logs will be stored for debugging purposes. Enablin g this

option affects system performance
A Note

Enable Time Machine in AFP to use Time Machine with your NAS.

Enable WS -Discovery :

WS- Discovery makes your NAS visible to your Windows PC on your local network. To find and

browse the contents of your NAS, open the network browser, named "Network" in Windows File
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Expl orer and

based on your view settings.

SEE MORE

navigate to the col |l apsi bctiomsmayvarn

NAS 102 - Introduction to File Transfer Protocols

NAS 106 I Using NAS with Microsoft Windows

NAS 206 I Using NAS with Windows Active Directory

AFP

Enables access by legacy Apple devices using Apple Filing Protocol.

P Services

= sme
| =} Nrs
§‘— FTP Server
=1 WebDav
Eﬂ Terminal

4 Rsync Server
B TFTP Server
2| snmp

= sFTP

% Reverse Proxy

File Service

AFP
Enable Mac file service (AFP)
Advertise AFP service over Bonjour

Service name; ASUSTOR

Enable Time Machine support 0

Save backup to: Public o
View Backup
Time Machine usage limit: 0 - GB v (0= No limit)

v

Click here for options that enhance compatibility for macOS devices on Samba.

Apply

Using the Apple Filing

AFP is used for transferring files between legacy macOS devices and local area networks.

In Finder, click on Connect

afp://Inas -IP to connect.

Protocol (AFP) :

to Server under Go. Enter

For example: afp: //192.168.1.168

Advertise AFP service over Bonjour

named
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Bonjour, also known as zero -configuration networking, has been widely used in Apple related
products. It will scan your vicinity for other Apple devices and then let you directly connect to

them without having to know their actual IP addresses.

After en abling this service, you will be able to see your NAS in the left hand panel of the Finder

under t SharedN. Simply click on your NAS to connect

Service name is the name of the NAS in Finder.

Enable Time Machine Support:

ASUSTOR NAS devices support Time Machine and can back up almost any mac. Quotas can be

set to ensure that NAS drives are not filled up. See  NAS 159 t Time Machine: Best Practice for

guidance. for further guidance w hen dealing with multiple mac devices.

See more
NAS 102 - Introduction to File Transfer Protocols

NAS 108 - Using NAS with Apple macOS
NAS 159 - Time Machine: Best Practice

NFS

After enabling NFS, you will be able to access your NAS via UNIX or Linux operating systems.

After enabling NFS service, you can configure access rights using the Shared Folders setting
found in the Access Control system app (see section Access Control). This option will be hidden

if NFS service has not been enabled.

B Services 2 — 08 X
B4 sms File Service

EH AP NFS

=% FTP Server

See more

NAS 102 - Introduction to File Transfer Protocols
NAS 109 - Using NAS with Linux

FTP Server
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After enabling the FTP s erver setting, you will be able to access your NAS via any FTP client
program (i.e., FileZilla). FTP server access rights are the same as those for the system (ADM).
Should you wish to change or configure these access rights, you may do so using the shared

folders setting found in the Access Cont rol system app (see section Access Control .)

£
P

Services

= Sme
B AFP
= NFS

= WebDAV

Seneral Advanced
FTP
Enable FTP server

Port number:

Unicede support ()

Enable anonymous:

21

Always

Py

@ Yes

Yes @ MNo

Also enable EZ-Connect port forwarding

=] Terminal

4 Rsync Server

; TFTP Server
2| snmp

| SFTP

% Reverse Proxy

Apply

Unicode support:

Please enable this option if your FTP client program supports Unicode.

Enable anonymous:

Enabling this option will allow FTP client programs to access your NAS anonymously, without

the need for a username or password. For security reasons, this is not recommended.
Enable SSL/TLS: Enable encryption for FTP connections.

Enable FXP:

FXP stands for File eXchange Protocol. By enabling this option, FTP service will support server -

to -server file transfer function.

Maximum number of all FTP connections:

The maximum number of simultaneous FTP connections allowed.

Maximum number of connections per IP:
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The maximum number of connections allowed per IP or system.

Max upload rate:

The maximum upload speed per connection. 0 represents no limitation.

Max download rate:

The maximum download speed per connection. 0 represents no limitation

Passive FTP:

To minimize the security co ncerns of connecting from a server to a client, a type of connection
mode called Passive Mode (PASV) was developed. When a client program starts to connect, it
will notify the server to activate Passive Mode.

Respond with External IP:

By enabling this opti on, the server will report its external IP address to FTP clients. This option
only works when the ASUSTOR NAS is behind a NAT, and the FTP clients belong to a different
subnet than the ASUSTOR NAS does. In most cases, this option is unnecessary, but if FT P clients

fail to connect to the ASUSTOR NAS, then you can enabled this option and try again.

I Services
R General Advanced
& SMB
EH AFP Connection
Enable S5L/TLS
= NFs
Enable FXP
Max. number of all FTP connections: 30 -
E- WebDAY Max. number of connections per IP: 5 -
[=] Terminal Transfer
. Max. upload rate: 0 KB/s (0: No limitation)
< Rsync Server
Max. download rate: 0 KB/= (0: No limitation)
S~ TFTP Server
Passive FTP
BB snmp
- @ Use the default port range (55536-55565)
=1 sFP Specify port range: 55535 - 55565
= Reverse Proxy Respond with External IP for Passive FTP request G

Others
Add support for M5-DOS FTP clients O

Apply

©® Note: About Passive FTP
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Passive mode FTP can be used to overcome the problem of active mode FTP being blocked by
firewalls. Passive FTP makes the FTP client establish all connections to the FTP server, as opposed
to the web host supplying the return port. Firewalls typically allow passive FTP connections

without requiring additional configuration information.
See More

File Transfer Protocol ~ Wikipedia
NAS 102-Introduction to File Transfer Protocols

WebDAV

After enabling WebDAV you can access your NAS via HTTP or HTTPS protocol by using a Web

browser or other client programs.

P Services
=4 sMB e
EH AFP WebDAV
Enable WebDAV service
= NFS -
Port number: 9800 -
=+ FTP Server Enable secured WebDAV service (S5L)
! WebDAV Port number 9802
EI‘ Terminal Allow anonymous connection via WebDAV
Also enable EZ-Connect port forwarding
4 Rsync Server

; TFTP Server

BB SNMP
= SFTP

5 PReverse Proxy

Apply

See More

NAS 102 - Introduction to File Transfer Protocols
NAS 208 | WebDAV: A Secure File Sharing Alternative to FTP

Terminal

You can enable SSH service if you wish to manage your NAS over Secure Shell (SSH). If you wish

to transfer data to your NAS through SFTP (Secure FTP) you can enable that here as well.
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9 Services © — =

C

% sue SSH SSH Keys
&
BH AFP SSH

You can manage your NAS via S5H after enabling this option.
:4 NFS Enable 55H service
§‘— FTP Server Port number: 22 :
:.‘ WebDAV Enable SFTP service

Also enable EZ-Connect port forwarding

Q Terminal

4 Rsync Server
B TFTP Server

BB snmp

Apply

Note: For security reasons, SSH only allows the tadminN

log in. The passwords for both these accounts are i dentical.

Rsync Server

After enabling Rsync server, your NAS will become a backup server and will allow remote backup
from another ASUSTOR NAS or any other Rsync -compatible servers.

Enable Rsync server:

J Services ® - o
Rsync Server
& SMB ’
B AFP Rsync
By enabling this option, the NAS will become a backup server and will allow remote backup from any rsync-
E" NFS compatible servers.

= TS Enable Rsync server
- erver

={ WebDAV )
=) Terminal Also enah

Add Edit Remove M U
B TFTP Server e

Name Path Authorized Users
2= snmp

=| SFTP

5 Reverse Proxy

Apply

If you wish to permit encrypted backup for clients, please enable support for encrypted

transmission via SSH. If you enable this feature the system will then automatically enable SSH

service(Terminal )
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Manage Rysnc User:

If you wish to create restrictions on the Rsync connections  that can back up to your NAS, please
click on Manage Users to create different Rsync user accounts. ( Reminder: Rsync accounts are

different and independent from system accounts. )

Add New Backup Modules:

Click on Add to create a new backup module. Each backup module will then correspond to a
physical path within the system. When an Rsync client connects to your NAS, it will be able to
select a backup module. Data will then be backed up to the module' s corresponding physical

path.

TFTP Server

TFTP (Trivial File Transfer Protocol) is a simple type of file transfer protocol that is used to

transfer configurations or small files, providing no authentication.

P Services
TFTP Server
=1 SMB
EH AFP TFTP Server
Enable TETP service
= NFs
TFTP root folder: Browse
<~ FTP Server .
TFTP client permission: Read Only v
=1 WebDAV Clients connection allowed: All connections w
(=) Terminal P address
4 Rsync Server Timeout: 3 « Seconds
S TFTP Server Also enable EZ-Connect port forwarding
B= snmp
= sFTP
= Reverse Proxy

TFTProot folder:

Specifies the folder on the ASUSTOR NAS that TFTP clients can access.

TFTPclient permission:

Specifies the permissions for TFTP clients. I f you se
able to view the contents of the TFTP root fwill der . | f
be able to modify the contents of the TFTP root folder.

Client connections allowed:
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Selecting tAIl ConnectionsN, wil!./ all ow al/l

choose to limit connections to TFTP clients from a specified range of IP  addresses.

Timeout:

Here you can specify the timeout time which is used to terminate idle connections, providing an

additional later of security.

SNMP

TFTP

Enabling SNMP allows users to use network management software to monitor the status of their
ASUSTOR NAS

10 Services
, SNMP
=1 SMB
EH AFP SNMP
Enable SNMP to monitor the server with network management system.
=t NFS Enable SNMP service
£~ FTP Server SNMP trap level: Critical Error Warning Information
={ WebDAV e
Also enable EZ-Connect port forwarding
=] Terminal
SNMP V1 / SNMP V2 service
4 Rsync Server
; TFTP Server SNMP V3 service
ES snmp sneme
= SFTP
¢ Reverse Proxy
To install the ASUSTOR MIE file to your network mangement system, please first download it here.

SNMP trap level:

Here, you can configure SNMP trap to actively provide warning messages. Warning event types

include: Critical, Error, Warning and Information

Trap Address:

After configuring the SNMP trap level please input the IP address of the network management
station (NMS) here.

SNMP V1 /SNMP V2 service:

Selecting this checkbox will enable SNMP V1 / V2 service.

Community:
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Enter a community name here. Community names must include 1 to 64 displayable characters

and may not include the followin g ¢ h ar a c t \eandsblank kpacés.

SNMP V3 service:

Selecting this checkbox will enable SNMP V3 service.

Username:

Please input the SNMP V3 username here. This username must include 1 to 64 displayable
characters and may not include the following charac t e r s : \ ahd bi&ank spaces.
Password :

Please input the corresponding password for the SNMP V3 username in the field above. Letters
in the password are case -sensitive. You may input 8 to 127 displayable characters including
letters from the English alphab et, numbers and symbols. The password may not include the

foll owi ng c¢ ha amdoblank spaces. | n

See More : NAS 271 - ASUSTOR NAS MIB Guide

SFTP

Secure File Transfer Protocol, or SFTP) is a network protocol that provides file access, file
transfer, and file management over any reliable data stream.Enabling this function will allow all
ADM users to access shared folders via SFTP along with providing support for connections by
the ASUSTOR EZConnect App and other Apps.

12 Services
R SFTP
=+ SMB
-—_: AFP SFTP
Enabling SFTP will allow all ADM users to access their shared folders through SFTP in ASUSTOR EZ-Connect for the
‘- NFS purposes of mapping network drives.
Enable SFTP service
=~ FTP Server
Port number: 2222 :
=1 webDAv
Also enable EZ-Connect port forwarding
=] Terminal
4 Rsync Server

; TFTP Server

BB snmP

w# Reverse Proxy

Apply
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Reverse Proxy

Protect Multiple NAS Devices with HTTPS Security

Reverse proxy servers help retrieve resources on behalf of a client and secure the data
transmitted. This enables other NAS devices containing sensitive  information that may be
vulnerable in an attack to remain offline and away from the internet to retrieve internet data with

HTTPS security from the reverse proxy.

Note: Reverse proxy is currently not supported for apps requiring separate logins

e

1
v

Proxy domain
4 AFP Add B Title:
4 NFS Protocol: HTTP v
~ Domain name: * v
FTP Server
Fort umber. °

- WebDAV
Netwark interface: * v
Terminal
Path:

4 Rsync Server .
: B Also enable EZ-Connect port forwarding

5% TFTP Server

B snwmp

_

Improve App Connection Security

Apps that don' t use HTTPS can use a reverse proxy server to enable HTTP Secure connections.
Some Portainer implementations do not use HTTPS. A reverse proxy connection can direct a
local Portainer HTTP connection to the reverse pro xy server and retrieve data from the proxy
server through a secure tunnel, increasing security.

Note: Some apps already use a reverse proxy server for connection security. Please refer to the
relevant documentation for each app.

Web Center

Overview

Viewing Web Server, PHP and Virtual Host status and related information.
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@ Web Center ? — B8 X

2= Overview Overview
—

Web Server Web Server
W@ Virtual Host Implementation: Apache Http Server
Web server port: 80
Implementation Secured Web server port:  Not activate
e Log Hosted websita: Not activate
PHP
Implementation: PHP 7.3

Cache size: Not activate

Web Server

Web servers are used to host a website. Web Center creates a shared folder named Web that
serves as the root directory for the web server and does not interfere with ot her data stored on
the NAS. Various web server software packages can be installed like Apache, Nginx and PHP and

is easily customizable.

Enable personal website:

After enabling this, each NAS user can have their own dedicated personal website. Before using
this, you must first create a www folder within the Home folder and then upload the associated
files for your personal website to the www folder. Afterwards, you will be able to connect to the
site using the NAS IP (or DDNS URL) followed by adding ~userna me. For example:
http://192.168.1.100/~admin or cloudid.myasustor.com/~admin
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Enable PHP cache : Enabling PHP cache could enhance the PHP performance. However, it

may not take effect under some circumstances.

@ Web Center ? — B2
Qverview
t Web Server Web Server
< Web server implementation: Apache Http Server v
m@ Virtual Host P P P
. bd Cnable Web server port: 80 -
Implementation = P s
- Enable secured Web server port: 443
Log

=]
(=]
=]

Also enable EZ-Connect port forwarding
This service and port forwarding have not been successfully enabled,You can connect to it via local network
You can host your website and applications on the NAS by uploading it to the [Web] shared folder.
Enable personal website

After enabling this, users on the NAS only need to create a www folder within the Home folder and upload their
Web page to it in order to have their own dedicated URL They can connect to their Web page using the
following URL: http://NAS IP/~username.

PHP

PHP implementation: PHP & v

Cache size: 32MB

Apply

Virtual Host

You can use this feature to simultaneously host several websites on your NAS.

@ Web Center ? — 3

Qverview

Web Server Add Edit Remove

? irtual Host Host Name Folder Name Protocol Certificate Port number Status

Implementation

Log
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Implementation

Displays web server versions and status as well as update natifications. Updates are also found

at App Central.

@ Web Center

NGiMX

Overview Implementation
Web Server
PHP 8.3
) ph 0
W@ Virtual Host P Version: 8.3.8.r2 Status:
. Implementation
PHP 8
= ph 0
Log P Version: 8.1.18.r22 Status:
PHP 7.4
php
Ej Version: 7.4.30.r31 Status:
PHP 7.3
php
Ej Version: 7.3.33.r331 Status:
/ Apache Http Server
i Version; 24.55.r17 Status: A
APACHE
G Nginx
Version: 1.18.0.r16 Status:

App can be install now

Installed

Installed

o

App can be install now

(i~

i+

L] Storage Manager

Overview

Here you can see the storage status.

Note: This function may differ depending on the NAS model in use
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B Storage Manager - =
(l Volume & Volume1
. oo 10.75 TB / 10.91 T8
B orive o RAID level RAID 5: Drive 1,2, 3
B iscsi
£ iscsiLun MyArchive 1
546 TB /54678
Drive 4
Healthy
~ Drives (4)
AS5304T
~ ISCSI (0)
B Storage Manager - =
:_; Overview Create Management ¥ Spare Drive Remove Snapshot Center
‘ Volume 1/ RAID 5/ Good 10.75 TB free of 10.91 TB
% ISy ¢
ﬁ Drive
H iISCSI MyArchive 1/ Mounted 5.46 TB free of 5.46 TB
& iscsiun 3 ——

Storage space on your NAS consists of logical volumes which are made up of a single disk or

multiple disks combined together. Here you can set up new storage space for your NAS and,
according to your data protection needs, select the most suitable RAID level. In order to

maintain data integrity, you may only use internal disks when creating storage space for your

NAS. ADM does not support the use of external disks for storage space.

Reminder: The RAID levels that you may employ will depend on your NAS product model

and the number of disks that you are using.

(1) Create: When setting up new storage space, ADM offers the following two options:

Quick Setup :
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You need only specify the requi rements for the storage space (i.e., you wish to have a higher
level of data protection). Based on this and the number of disks you have, ADM will

automatically create a storage volume and select an appropriate RAID level for it.

Advanced Setup:
Based on the current number of disks, you can manually select a RAID level or set up a spare

disk.

Reminder: In order to optimize disk space utilization, it is recommended that you use disks

of the same size when creating storage space.

MyArchive

MyArchive is a function designed especially for data management and sharing, giving you
added flexibility when using multiple hard disks for data backup or exchange. When MyArchive
hard disks have been inserted into the MyArchive disk bay, you will immediately be able to

access the data on the hard disk.

Note: This function may differ depending on the NAS model in use.

=
=<
>
=
2]
=
<
[}

MyArchive Hard Disk:

Users will need to first convert hard disks into MyArchive hard disks before being able to use the

MyArchive function.

File System: Supported file systems are as follows:
A EXT4,Btrfs: for use with Linux

A NTFS: for use with Windows

A HFS+: for use with mac OS

A exFAT: for use with Linux, macOS, Windows.

Reminder: Btrfs for MyArchive supports snapshots and version history to help protect again

accidental deletions or modifications. MyArchive drives run independently of internal NAS

st
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volumes, ensuring that snapshots are supported even when internal NAS volumes do not

support snapshots.

Alias name:

Here you can define tags for MyArchive disks. T his allows users to quickly determine the
contents of MyArchive disks from within ADM File Explorer when multiple disks are mounted

simultaneously.

MyArchive Encryption:

Here you can choose whether or not you want to encrypt this MyArchive and whether or n ot you
want to auto -mount it at system startup. Should you choose to encrypt this MyArchive, after the
system restarts, you will have to manually enter the password for the MyArchive in order to

access it. Encrypted MyArchives are normally used for the sto  rage of critical or confidential data.
Should you lose your NAS you still needn't worry about your data leaking out and falling into

the wrong hands.

Reminder: The MyArchive encryption function only supports the EXT4 /Btrfs file system.
Automatically mount  MyArchive 1 before starting a backup, and eject when
complete

When enabling this option, ADM will automatically mount a connected MyArchive drive when a
backup begins and automatically eject a MyArchive drive upon completion.

See M ore:

NAS 255 t Using MyArchive
Video - MyArchive

Related:
Accessories: Hard Disk Tray

(2) Management:

Here you can do RAID management ( RAID Scrubbing, RAID updrade, online capacity expansion )

and create SSD caching or file system Scrubbing .
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a Storage Manager e - B
om . .
= Uverview Management v Remove Snapshot Center

D Volume RAID

© a }/ Goed 35778 free0f358T8

$SD Caching
. O V] ®
@ iscs
MyArchive 3 / Mounted 848378 freecf902 T8

©® About RAID

In order to provide optimal storage space utilization and data protection, ADM supports
multiple RAID levels allowing you to select the appropriate level for your needs. The following

volume types levels are all supported by ADM:

Non -RAID Volume Types

Single:

Only uses a single disk in the creation of storage space. This configuration does not offer any

type of data protection.

JBOD:

An acronym for tjust a b uncontbinaiidn ofdwoerknerdlidiskstidd OD uses a
create storage space. The total storage capacity is the capacities of all the disks added together.

The advantage of this configuration is that it allows you to use different sized disks together and

provides a large amo unt of storage space. The downside is that it does not offer any sort of data

protection.

RAID Volume Types
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RAID O:

Uses a combination of two or more disks to create storage space. The total storage capacity is
the capacities of all the disks added togeth er. The advantage of this configuration is that it
allows you to use different sized disks together and provides a large amount of storage space.
Also, data in RAID 0 volumes is accessed in parallel which provides improved performance. The

downside is that RAID 0 does not offer any sort of data protection.

RAID 1:

I n RAID 1 your data is written identically on two
Exactly the same data is stored on the two disks at all times. RAID 1 protects your data from loss

should one of your disks fail. RAID 1' s advantage is that it offers protection for your data by

providing data redundancy. The downside of this configuration is that when combining two

disks of differing sizes, the total storage space will be equal to the siz e of the smaller disk.

Therefore, you will be unable to use a portion of the larger disk.

Total available storage space = (size of smaller disk) * (1)

RAID 5:

Combines three or more disks to create a storage space that is able to support one failed disk.
Should one of your disks fail, your data will still be protected from loss. In the event of disk
failure, simply replace the failed disk with a new one. The new disk will automatically be
accommodated into the RAID 5 configuration. The advantage of using R AID 5 is that is that it
provides data protection through data redundancy. The downside to using RAID 5 is that when
combining disks of differing sizes, the total storage space will be calculated based on the size of

the smallest disk.

Total available stor age space = (size of smallest disk) * (total number of disks t 1)

RAID 6:

: Combines four of more disks to create a storage space that is able to support two failed disks.
Should two of your disks fail, your data will still be protected from loss. In the event of disk
failure, simply replace the failed disks with new ones. The new disks will automatically be
accommodated into the RAID 6 configuration. The advantage of using RAID 6 is that it is able to
provide superior data protection through data redundan cy. The downside to using RAID 6 is
that when combining disks of differing sizes, the total storage space will be calculated based on

the size of the smallest disk.

Total available storage space = (size of smallest disk) * (tota | number of disks t 2)

RAID 10 (1+0) :

Combines four or more disk to create a storage space that is able to support multiple failed disks

(as long as the failed disks do not belong to the
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data protection of RAID 1 along with the access effi  ciency of RAID 0. With respect to data

protection, RAID 10 uses the RAID 1 method of having the exact same data written identically on

two disks, producing tmirrored setsN. These tmirroreoc
a RAID 0 configuration. RAID 10 requires an even number of four or more disks. When

combining disks of differing sizes, the total storage space will be calculated based on the size of

the smallest disk.

Total available storage space = (size of smallest disk) * (total number of disks / 2 )
See More

NAS 251 I Introduction to RAID
NAS 352 I Online RAID Level Migration and Capacity Expansion

©® About RAID Scrubbing

RAID Scrubbing: RAID Scrubbing detects the integrity and consistency of RAID 5 and RAID 6
drive data. Regular use of this feature can help you confirm the integrity of your data and fix
inconsistencies. If a problem that cannot be repaired is  found, your NAS will immediately warn
you so that you can respond to unexpected issues early.If the system is shut down, RAID

Scrubbing will be disabled.

©® About SSD Trim

Enable SSD Trim allows the SSDs installed on the NAS to maintain stable read/write
perf ormance while simultaneously controlling the frequency of overwriting to specific blocks,
extending the life of SSDs.

©® About SSD Cache

Traditional hard drives are not as fast as SSDs, but their capacity and durability are not as good

as traditional hard dri ves. The best way to combine the best of both worlds is with SSD caching.

The SSD cache feature saves frequently accessed file data on a hard disk and stores it on an SSD,
thereby optimizing the response time and transfer rates of users when accessing data . ASUSTOR
NAS* supports read -only access and read -write cache mode. After following the installation

wizard, you will be able to easily access your storage spaces and achieve the best balance of

capacity and performance.

* Supported Models: AS31/32/50/51/5 2/53/61/62/63/64/65/66/70/71 series

N ote:
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1. For models with M.2 slots, you are now able to choose M.2 SSD for caching or storage .To
maintain optimal performance and quality, M.2 drives may only be paired with other M.2

drives in a RAID array.

2. Btrfs and Volume snhapshot is only supported on: AS31, 32, 40, 50, 51, 52, 53, 61, 62, 63, 64,

70, Lockerstor and Lockerstor Pro.

See More:

NAS 202 - Using SSD Caching on an ASUSTOR NAS

Drive

Here you can check on the status of all your disks. You can also inspect their S.M.A.R.T.

information and conduct tests on your disks.

o Storage Manager

= Overview
Volume Drive 1/ 5.46 TB / 43 °C / 109.4 °F
& o .
m - WDC WD60EFRX-68LOBN1 (S/N: WD-WXN1H848L4XJ)
ﬂ iSCSI Drive 2 / 5.46 T8 / 49 °C / 120.2 °F
qe WDC WD6001FFWX-65Z39NO0 (S/N: WD-WX31D2504Y30) hd
- 6001 - /N: - )
== iSCSILUN
Drive 3 /9.10 TB /44 °C/ 111.2 °F
O v
- WDC WD101KFBX-68R56NO (S/N: 7PJUTMMC)
| Drive 4 / 5.46 TB / 41 °C / 105.8 °F
Nm WDC WD60EFRX-68LOBNT (S/N: WD-WXN1H849UUSN) hd
Disk Doctor :

Here you can check your disks for bad sectors or conduct S.M.A.R.T. tests.
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_) Storage Manager

Disk Doctor
= Overview Bad Block Scan S.M.ART. Scan
Volume
Start Scan v
Schedule scan
ISCSI Erecue -
v
= ISCSI LUN A
Last scan result: id
h

“ Cance'

[ronWolf Health Management:

The Seagate IronWolf Health Management function can provide more detailed detection
information for IronWolf series hard disks. Before the possibility of a hard disk error occurring, a

notification or warning message will be issued.

Reminder U You need to search and install IronWolf Health Management in App Central before

enabling this feature.

> App Central ® P — B X

Browse

CA Latest Apps

« Q, Search App Central

IronWolf Health Management

‘| ASUSTOR Apps Description Changelog

o— X Seagate's IronWolf Health Management app is designed for Seagate IronWolf hard drives. Installing the app

= Categories Install enables access to hard drive management, health, warranty and data rescue information in Storage Manager.

ass

HH All Apps Developer: ° More
Seagate Technology...

Beta Apps Maintainer: B ~

A If you are using a Seagate IronWolf or IronWolf Pro series hard disk with a capacity of over or
equal to 4TB, you only need to navigate to [Storage Manag er] , [Disk] _ [Disk Doctor] and
the [IronWolf Health Management ] window will appear. You can use this function to

schedule or immediately carry out a scan.



A After using IronWolf Health Management to scan your hard disks, the results will either be
shownast heal thyN or a numerical output code. Please se

suggestions represented by the codes.

Abnormally high operating temperature  has been
detected. Please ensure rear ventilation ports are not
o blocked, and try to lower the ambient temperature.
Notification ) )
Alternatively, go to Settings > Hardware > Fan
Control to increase fan speed. If issue persists, please

contact the ASUSTOR Support Team.

Connection issue on your ASUSTOR NAS and hard
drive interface has been detected. Please ensure the
o hard drive is properly installed in the chassis or drive
Notification ) ) )
tray, and that the tray is properly installed in your
ASUSTOR NAS. If issue persists,please contact the

ASUSTOR Support Team.

Excessive physical shock to the hard drive has been
o detected. Please ensure your hard drive and
Notification )
ASUSTOR NAS are placed on a stable surface. If issue

persists, please contact the ASUSTOR Support Te am.

Excessive vibration has been detected. Please ensure
your ASUSTOR NAS is placed on a stable surface. If
issue persists, please contact the ASUSTOR Support

Notification

Team.

Excessive host resets have been detected. Please
ensure the hard drive is properly installed in the

Notification chassis or drive tray, and perform a power cycle. If
issue persists, please contact the ASUSTOR Support
Team.
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IHM has spotted some errors and a full SMART scan
Warning has been automatically triggered for  your

convenience. If the scan fails, please contact Seagate

Apacer S.M.A.R.T Tool

The Apacer S.M.A.R.T Tool function can provide more detailed detection information for Apacer

series SSDs, and send reminders or warning messages before the hard disk may fail.

Reminder: You need to search and install Apacer S.M.A.R.T Tool in App Central before enabling
this feature.

S.M.A.R.T. Info:

S.M.A.R.T. is an acronym for Self-Monitoring Analysis and Report Technology. Itis a type of self
monitoring mechanism for  disks that detects and reports on various indicators of reliability, with
the hope of anticipating failures.

J Storage Manager

CIvarview
== (verview

S.M.ART. Info
Volume
v
. Id Attribute Value Worst Threshold Raw Value State
l Drive
1 Raw_Read_Error_Rate 200 200 51 0 Normal
iSCsl
3 Spin_Up_Time 196 193 21 9183 Normal v
= i5CsS| LL
— ISCSILUN 4 Start_Stop_Count 98 98 0 2813 Normal
5 Reallocated_Sector_Ct 200 200 140 0 Normal
v
7 Seek_Error_Rate 100 253 0 0 Normal
9 Power_On_Hours 83 83 0 13087 Normal
10 Spin_Retry_Count 100 100 0 4] Normal v
11 Calibration_Retry_Count 100 100 0 0 Normal
12 Power_Cycle_Count 99 99 0 1853 Normal
192 Power-Off_Retract_Count 199 199 0 1334 Normal
193 Load_Cycle_Count 200 200 0 2090 Normal




ISCSI

iISCSI is a type of network storage technology that offers high expandability and low
implementation costs. Through existing network in  frastructure and iSCSI you can use your NAS
to expand existing storage space or have it act as a backup destination. iSCSI consists of two

ends, a target and an initiator. The initiator is used to search for iISCSI hosts and to set up targets.

O Storage Manager

O @t Create Action ¥ LUN Pool Preferences Q
Cl Volume target001 Mount 1 / Connected successfully 0
=3 v
. [ 1qn.2011-08.com.asustor:as5304t-17143e.target001
& Drive
= iscsi
& iscsiLUN

IQN (i SCSI Qualified Name) is the unique name for each iSCSI target. This name should not be

the same as any of the other target IQNs on other hosts.
CRC Checksum: Enable to check errors during data transmission.

CHAP Authentication:

CHAP authenticati on can be used to verify a user' s identity. If you choose to use CHAP
authentication, a CHAP password must first be entered from the initiator for verification before it

can connect to the target.

Note: When enabling mutual CHAP authentication, the authenticati on password used by the
server and client cannot be the same.

Mutual CHAP Authentication:

Mutual CHAP authentication requires both the target and the initiator to have usernames and
passwords. When establishing a connection, the target and the initiator wi Il have to authenticate

each other using their respective credentials.

LUN Pool:

Here you can check on the status of all iISCSI LUNs and assign corresponding iSCSI targets.

iISNS Server:

iISNS (Internet Storage Name Service) iSCSI management. Here, you can re gister iISCSI targets

with the iISNS Server, for convenient centralized management.
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J Storage Manage|
Overview Create A LUN Poo Praferances Q
Volume target001 Mount 1 / Connected successfully 0
= ~
] iqn.2011-08.com.asustor:as5304t-17143e.target001
a4 Drive
= ISCSILUN iSCSI port: 3260 -
Enable iSNS
o]
See More:

NAS 308 |- Introduction to iSCSI
ISCSI LUN

This tab allows you to create/remove,

mount/unmount iISCSI LUNs, and create/manage LUN
snapshots.

G Storage Manager

= Overview

® -
Create Action v Snapshot Center Q
(J Volume — test 212 TB
—_—
—~— iqn.2011-08.com.asustoras5304t-17143e.target001
E Drive
= iscsi

£ iscsin

 Snapshot Center

Overview

Overview for Btrfs Volume and iSCSI LUN snapshots

Note : Models that don't support Btrfs

will not displ ay Volume snapshots information.
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& Snapshot Center

@ - &
! et 2 © O s
W Used test !
(:, Volume
Volume Snapshot
& isCsILUN Fres
History
Created:  08/30/2024 - 09/05/2024 Search Clear
Name Created Storage
v2024095-1756 09/05/2024 PM 05:56 Volume 1
v20240905-1800 09/05/2024 PM 06:00 Volume 1
v20240905-1805 09/05/2024 PM 06:05 Volume 1
Tasks
Mame Next Snapshot Frequency Repeat
Volume1 09/05/2024 PM 06:15 Daily Every 5 minute(s)
test 09/06/2024 AM 12:00 Daily Every 5 minute(s)
History :
Search snapshots by its created date.
Scheduled Tasks :
List the scheduled tasks information.
Display Btrfs volume snapshots information.
fig. Snapshaot Center ® - =
%= Overview lext Snapshot Numbe +
Volume 1 09/05/2024 PM 06:05 3 B a s
6\ Volume
i o £ Numbe +
= ool LN >‘“I MyArchive 1~ There are no scf 2 O -
Management
Restare Edit e e Q
Mame Description Created Locked  Status Preview
v20240521-1710 05/21/2024 PM 05:08 Yas Idle
v2024095-1756 09/05/2024 PM 05:56 Yas Idle
v20240905-1800 09/05/2024 PM 06:00 No Idle
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Manual creation:

Click the o) icon to create a snapshot.
Scheduling:

Click the [Z] icon to schedule snapshots to run regularly.  Scheduled snapshots will be named
using the date and time created.

A Once: Users can create a snapshot at specific date and time.

A Daily: Users can set a minimum of 5 minutes or up to 12 hours to create a snapshot.

A Weekly: One or more days of the week can be set to create snapshots with options for daily

included.

Snapshots can be locked and retention rules can be set. Snapshot Center limits saved snapshots
to 256. Upon reaching the limit, schedules can be terminated or Snapshot Center will
automatically remov e the oldest unlocked snapshot. When a snapshot is locked, it will not be

removed automatically.

Restore:

Before the snapshot is restored, users can create a new snapshot before the restore and choose
whether to keep the snapshot after the restore.

Snapshot Center

Uverview

You are preparing to restore v20240521-1710 to Volume 1. Before beginning the restoration,

ISCSI LUN please configure the settings below according to your requirements

Create a snapshot before restoring: Yas @ No

Keep this snapshot after restoring: @® Yes No

NEAV s e Lo TISTZ0ZE PITURDS ] e

Edit:

Edit the information of the snapshot.
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Snapshot Center

. Overview +
Volume 1 09/05/2024 PM 06:10 4 2 a
— 1 T There are no scheduled events Y
= iscsiLUN il MvArchive 1 ere are no scheduled events . E 2 :::
Edit
Snapshot name: v20240521-1710
Description:
Snapshot locked: o @ ‘fes No
atus Preview
=
lle
2024095-1756 09/05/2024 PM 05:56 Yes dle
0240905-18( 09/05/2024 PM 06:0( J dle
2 09, p 6:0 N dle
Remove:

Remove selected snapshot. With the Shift key, you can select multiple snapshots to remove.

Note: ADM will stop creating snapshots if a new snapshot exceeds the maximum amount of
snapshots while all previous snapshots are locked. Users need to manually remove the locked

snapshots and then can create snapshots again.

Preview:

The volume snhapshots can activate to preview in ADM File Explorer.

kad File Explorer A O - B X
< | ? (&) Volumel-Snapshots > v20240521-1710 > Q =
& O =
» Q ADM Name Type Size Last Madified
» ; Recycle Bins home dir 05/21/2024 AM 11:52
e Share Link Manager Public dir 05/21/2024 AM 11:52
‘\.‘..'7“ Snapshot Web dir 05/21/2024 AM 11:52
':‘_r=mVqume1—Snapsho15
» [5] v20240521-1710
1 of1 = Displaying 1-3 of 3

68



Preview files from snapshots in File Explorer, users can copy or do wnload files contained within

shapshots to restore the event of corruption or other forms of data loss.

Ead File Explorer

< 2 C Volume1-Snapshots > v20240521-1710 > Q i
* || R | | S -+ g Ev
' B ADM Name Type Size Last Modified
» | Recycle Bins home dir 05/21/2024 AM 11:52
-l
*
@ Shore Link Manager Public | = Download dir 05/21/2024 AM 11:52
_ C Ctrl + C
® coapchor Web B copy T i 05/21/2024 AM 11:52
o 'i Select all page items Ctrl + A
&= Volumel-Snapshots
o] "1 B -
B Openin New Window
» [5) v20240521-1710
A Create Shortcut
1 of1 s Displaying 1-3 of 3
Display iSCSI LUN snapshots information.
& Snapshot Center
== Overview e . test b O
o L 09/06/2024 AM 12:00 1
(-, Volume
£ iscsiun
Management
Name Description Created Locked Status
52024095-1807 09/05/2024 PM 06:07 Idle

Manual creation

. oy
Click the EJ icon to create a snapshot.




Scheduling :

Snapshot Center

Overview test ’|=1 -!-(D
€s 09/06/2024 AM 12:00 1 =
*y; Volume
Scheduled backup
= scsiwn
Scheduled backup
Frequency: Daily v
Repeat: Every 5 minute(s) v
First runtime: AM hd 12 v . 00 v
Last runtime: AM v 01 v |: 00
ked Status

Click the [=] iconto schedule shapshots to run regularly. Scheduled snapshots will be named

using the date and time created.

A Once: Users can create a snapshot at specific date and time.
A Daily: Users can set a minimum of 5 minutes or up to 12 hours to create a snapshot.

A Weekly: One or more days of the week can be set to create snapshots with options for daily

included.

Restore:

Select one iISCSI LUN snapshot to restore.



&¢ Snapshot Center
a —-—
- Overview L test
(:, Valume Restore
g I5CSI LUN You are preparing to restore s2024095-1807 to test. Before beginning the restoration, please
configure the settings below according to your requirements
Create a snapshot before restoring: Yas @ No
Snapshot name
Keep this snapshot after restoring: @ Yas No
Note: This snapshot is locked. If you select "No”, this snapshot will be deleted
Locked
Yes
=]

Status

Idle

Edit;

Edit the information of the snapshot.

& Snapshot Center

s— Overview

. test

09/06/2024 AM 12:00 1

Q, Volume
—
== ISCSILUN ‘

Edit

Snapshot name: 52024095-1807

Description:

Snapshot locked: o @ ‘fas No

Locked

Cancel
“ - Yes

o]

Status

Idle

Remove:

Remove selected snapshot. With the Shift key, you can's elect multiple snapshots to remove.
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Note: ADM will stop creating snapshots if a new snapshot exceeds the maximum amount of
snapshots while all previous snapshots are locked. Users need to manually remove the locked

snapshots and then can create snapshots a gain.

EZ Sync Manager
Introducing ASUSTOR EZ Sync

ASUSTOR EZ Sync is a new feature on ADM3.2. It is for synchronizing data between computers

and your NAS. Turning your NAS into a personal <cloud
at your fingertips  with historical version management. If a file is unintentionally overwritten with

the wrong information, it can be restored using a previously saved backup copy. ASUSTOR EZ

Sync includes two parts, EZ Sync Manager which is preinstalled on every NAS and ASU STOR EZ

Sync which can be installed on your PC.

Note: It is recommended to turn on the EZ Connect option while using ASUSTOR EZ Sync.

EZ Sync Manager for ADM

Storage Manager Online Help Backup & Restore External Devices File Explorer

S ol

< Snapshot Center Web Center
Informatio . : — -

© ASUSTOR EZ Sync (AES)Y PC sync tool

How to obtain: Please download from EZ Sync Manager or fro m the ASUSTOR official website.
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EZ Sync Manager e I =] N
|i File ; EZ Sync > Q s
Connection 4 e
E] Log Version
B= Information To synchronize data between a computer and a NAS, please download and install ASUSTOR EZ Sync on your
computer. To access EZ Sync files on your NAS using your mobile device, please download AiDATA.
w4 Settings Desktop client Mobile Apps
Recycle Bin
Aatatie on e #here
Download AES D App Store
[[J Do not show this again
Note: ASUSTOR EZ Sync currently only supports Windows.
Introducing EZ Sync Manager
File:
@ EZ Sync Manager ? — 0 x
( ) Ez Sym: ’ Q EE
Connection * * 2 9 + [] =] v
D Log MBme Type File Size Last Modified Version
— di 03/23/2021 PM 05:24
B= Information UE 4 e
& serha °NG 42,66 KB 03/23/2021 PM 05:24 1
*. Settings
Recycle Bin
Page 1 of 1 '._T, Displaying1-2of 2

A Note: The above is the toolbar that will pop up after clicking the

1. Create Folder 2. Upload 3. Download
5. Export to Shared 6. File History 7. Move
Folder

9. Delete 10. Share 11. Refresh

File
4 Importto EZ Sync

8. Rename

A To set different sync folders on your computer separate from the default folder, please create

a new folder in EZ Sync Manage .
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EZ Sync Manager

Connection
D Log
8= Information
o] Settings
Recycle Bin

DN

EZ Sync >
* & W
Name

TEST

__j] canai~

Create Folder

Name:

? — 08 X
Q iF
File Size Last Modified Version
03/23/2021 PM 05:24
42.66 KB 03/23/2021 PM 05:24 1

A Sorting is easy in EZ Sync Manager. Columns can be enabled and disabled and files can be

sorted under these categories.

e EZ Sync Manager S0 m x
< > EZSync > Q i=
&S Connection 1 &
0 e Name Type File Size = Last Modified Version
A )
- = i 24 sort Ascending
8= Information TEST dir :
n )
@ 68.PNG PNG 42,66 KB A4 Sort Descending - ,
$ Settings —
£0 Columns )| Name
_ | s
B Recycle Bin o
File Size
Last Modified
[0 created
Version
IK < | Page 1 oft | > >l | & Displaying 1 - 2072
AtFile HistoryN Allows you to restore files t
version.

(o]

t hei

74

r



File History \

Upload a new version Restore Download Delete Refresh
Version | File name Last Modified Created Device
2 Textl.txt 2018/09/14 11:16:21 2018/09/14 11:16:21 @ Windows NT 6.1
1 Textlixt 2018/09/13 23:40:07 2018/09/13 15:40:13 @ windows NT 6.1

A Pressing Share allows you to create a Share Link. After pressing OK, the Share Link can be

copied and mailed as shown below.

ts

EZ Sync Manager 2 — 08 X

B File EZ Sync > Q iF
Connection 2 & & @ 4 W A E AV

D Log Create Share Link Version

B= Informatiog Youcan share file(s) with others who do not have an ADM account on this NAS by creating Share Links. Anyone can
download the file(s) directly through the link without logging in.

ol Settings Share to © £z-Connect O wan O Local network
Recycle Bin  EXPiration © rorever O Date O Timer
Recycle

Require password O Yes O o

q
Q
o

]

255
=]
2]

3

3
[
o

Connection

This option allows the user to view connected computers, IP addresses and the last time a

computer made a connection to EZ Sync.
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EZ Sync Manager

E File

U < Refresh

Devies

D Log

g§ Information
d : Settings
Recycle Bin

)

Log

@ windows NT 10.0

1P address

172.16.2.246

Last connected

0 second(s) ago

View logs herel

EZ Sync Manager

B File

~» Connection

Event

SRR

B= Information

Settings

Recycle Bin

Information

Added file [68.PNG] to [EZ Sync).

Device

@ windows NT 10.0

@ windows NT 10.0

Time
03/23/2021 PM 05:24

03/23/2021 PM 05:24

View NAS connection information, usage status, and more.

EZ Sync Manager

B Fie

Connection

B tog

+— Information

Settings

Recycle Bin

Connection information

Cloud ID  AS11

File Information

Disk volume:
Used:

Free:

EZ Sync file:
Contain:

Size:

Last synchronized on:

o]

Volume 1
21.58 GB
853.31GB

1 files, 2 folders
42,66 KB

03/23/2021 PM 05:24
[68.PNG]

Connected devices:

File History Settings:

Recycle Bin:
Contain:

Size:

0 files, 0 folders

0.008
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Settings

General:

File History can save up to 64 versions of a file, and will automatically delete the oldest version

when the amount set has been exceeded.

() EZ Sync Manager P2 —
[F‘ File General Recycle Bin Advanced
Connection File History Settings
D Log Number of file history backups: 32 v
8= Information File history age limit: No limitation v
m pelere Iog )
- Log count exceeds: No limitation v
[# Recycle Bin
Log time is older than: No limitation v

Recycle Bin Rules: Enable or disable Recycle Bin and set automatic deletion

rules.

[(©) EZ Sync Manager ? —

B File General Recycle Bin Advanced

Connection Recycle Bin Rules

B we Enable Recycle Bin

sl Delete file if deleted time is older than: No limitation 7
8= Information

J Recycle Bin

Advanced:

Choose which volume data will be synchronized.

EZ Sync Manager ? —
B Fie General Recycle Bin Advanced
Gonnection File Location
D Log Select volume: Volume 1 Y,
8= Information

Recycle Bin




Recycle Bin

(&) EZ Sync Manager 2 — B X
B File < > RecycleBin > Q 3=
Connection Qv ¥ ] oy
Cl Log ) skip Folder path Type File Size Date deleted Version
a— i 4] overwrite EZ Syic PNG 35.23 K8 03/23/2021 PM 05:44 1
p= Information
Al Rename

o] Settings —

1. Restore: Restores file(s) to their original location.
2. Download: Transfer file to computer.
3. Delete: Deletes file(s) permanently.

4. Empty: Deletes all files permanently.

E;“' Access Control

Local Users

Here you can manage (add, edit or remove) the local users in the system and assign their access
rights to shared folders.

Within ADM, a single user' s access rights with regards to shared folders will depend on the
user's existing access rights and on the access rights of the group that the user belongs to. Both
sets of access rights will be checked against each other in orderto  determine priority (pl ease
see). For convenience, the system provides a preview mode which allows you to first preview any

changes that you make to access rights
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@Access[ontrol ® - B

.. Mame = Description Quotas Status
L )} Local Groups

admin Admin - Active
¥ AD/LDAP
guest guest -- nactive
§ AD/LDAP Users
§} AD/LDAP Groups
T Shared Folders
%) App Privileges 1 of1 5 Displaying 1- 2 of 2
Current Number of Users: 2
Maximum Number of Users: 4096

(1) Add  You can decide to add users in a single or batches according to the number of use rs.

Import users:
You can batch create user accounts by importing a users list file.
Method 1. Use a Text Editor:

1. Open a new file with a text editor.

N

. Enter a user's information in the following order and separate them by semicolon (;)

Username

>

Password

> P

Description
Email

Quota (GB) (this setting will be applied to all existing volumes)

> > P

Group (if you want to add the user to multiple groups, use comma to separate the group

names)

3. Go to the next line and repeat step 2 until you have input all the users. Each line indicates

one user's information.
4. Save the file in UTF -8 encoding.
Method 2. Use Microsoft Excel:
1. Open a new file with Excel.

2. Enter users' information in the following order and separate them by column in a single
row:

A Username

A Password

A Description

A Email
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A Quota (GB) (this setting will be applied to all existing volumes)
A Group (if you want to add the user to multiple groups, use comma to separate the group

names)

3. Go to the next row and repeat step 2 until you have input all the u sers. Each row indicates

one user's information.

4. Save the file in UTF -8 encoding and in csv format.

Note:

A All fields are optional except username and password.
A Uploaded file cannot exceed 1MB

A Uploaded file content cannot be null

A The maximum row numbers in the uploaded file cannot exceed 4000

(2) Edit:

A Information: You can set account -related information (for example, enable two  -step

verification).
A Groups: Here you can select the group that the user wants to join, and the access permissions

of different groups can be set by yourself.

A Folder & Acccess Rights: Here you can set access permissions for different folders for this user.

© About Local Users

After initialization, the system will automatically c
l guest N. | ad midefahit adnsinistrator account and possesses a majority of the

access rights. If you wish, you can change the access rights and password for this account.

tlguestN is the default guest account which is only su
This account does not possess login and authentication rights, so you cannot change its

password.

Local Groups
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Here you can manage (add, edit or remove) the local groups in the system and assign access

rights for shared folders.
P Access Control

.
§ Local Users

GID Name =« Description
Local Groups

999 administrators administrator group
% AD/LDAP

100 users default user group

§ AD/LDAP Users
¥} AD/LDAP Groups
= Shared Folders

1 of1 Displaying 1- 2 of 2

Q App Privileges

Reminder: If you have a relatively large number of users on the system, you can conveniently

assign access rights by user group instead of assigning access rights for each user one by one

Within ADM, a single user' s access rights with regards to shared fold ers will depend on the
user's existing access rights and on the access rights of the group that the user belongs to. Both
sets of access rights will be checked against each other in order to determine (please see). For
convenience, the system provides a preview mode which allows you to first preview any changes

that you make to access rights.

©® About Local Groups

After initialization, the system wil|l automatically c
tusersN. tadministrat or ssNator goug. lfhiceusedis ddded to this gradipni n i
they will possess a majority of the administrator acc

to the tadministratorsN group by default and cannot &

AD/ LDAP

ADU The full name is Windows Acti ve Directory, which is a directory service launched by
Microsoft that allows IT managers to efficiently and centrally manage all resources in the

domain, and is widely adopted by major enterprises.

LDAPU LDAP, also known as Lightweight Directory Access Prot ocol is mainly used for unified
management of accounts and passwords. Using LDAP can more efficiently manage user
authentication or computer resource permissions across the enterprise. Users can easily add an

ASUSTOR NAS to their existing LDAP server, prov iding easier ways to help manage productivity.
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F" Access Control

i N Active Directory LDAP
ii Local Groups Windows Active Directory

Join Domain
@ AD/LDAP

Settings Value
§ AD/LDAP Users

Domain
T AD / LDAP Groups DNS server
= Shared Folders Domain NetBIOS name

ou

Q App Privileges

Allow RC4 Netlogon secure channel

Active Directory

You can click Join Domain here to join Windows Active Directory.
LDAP

You can enable the LDAP client here.

AD/ LDAP Users

Here you can view all AD /LDAP user accounts and manage their access rights to shared folders

once your NAS has been successfully added to an AD /LDAP domain.

ASUSTOR NAS can support more than 200,000 AD users and groups. When joining an AD
domain for the first time, depending onthe n  umber of users and groups, it may take a while for

all of them to become visible.

P Access Control

[ t: ~
@ Local Users ez Q

.. Name Description Quotas
§} Local Groups

@ AD/LDAP

§ AD/LDAP Users

§} AD/LDAP Groups

= Shared Folders

Q App Privileges
Last update: --

See More:

NAS 206 - Using NAS with Windows Active Directory


https://www.asustor.com/online/College_topic?topic=206

AD/ LDAP Groups

Here you can view all AD /LDAP user groups and manage their access rights to shared folders
once your NAS has been successfully added to an AD /LDAP domain.

P Access Control

i Local Users Q

Mame Description

} Local Groups
& AD/LDAP
? AD / LDAP Users
e
&% AD /LDAP Groups
= Shared Folders

#) App Privileges 1 ofi ~ No data

Last update: --

Shared Folders

Here you can manage your shared folders and set up their access rights in relation to users and
user groups. Shared folders allow your NAS to become a file server. They are fundamental in
sharing files with the outside world. Consequently, correctly setting up their access rights is very
important in the management of your data.

|a ! Access Control

i Local Users Shared Folders Virtual Drive CIFS Folder
i', Local Groups Add Q
% AD/LDAP Name = Description Size Recycle Bin Size Volume

- Docker Data and files directory for Docker A... 12.00 KB 12.00KB  Volume 1
§ AD/LDAP Users

- Download Download default shared folder 4.00 KB 400KB Volume1
¥} AD/LDAP Groups

- Home Home directory 809.75 MB 13.26 MB  Volume 1
B8 Shared Folders

1 of1 & Displaying 1 - 10 of 10
9 App Privileges
i Compliance mode m Governance mode

(1) Shared Folders:

Add: You can create a shared folder here and set the volume in which the folder is stored.

Edit:

I nvisible in tNetworkN or t+ My Network PlacesN:

Microsoft Windows. When you enable this setting, your NAS will cease to auto matically



appear in tNetworkN or in tMy Network PlacesN.

not affect the connection to your NAS in any way.

) Access Contro
Virtuial Nrive ("IFS Fnlder
Local Users
Edit - Video
Local Groups nformation Windows ACL
AD / LDAP Size Volume
Name: Video
KB Volume 1
AD /LDAP U
: e Description: Output Video Files ks
Volume 1
AD / LDAP Groups Select volume: Volume1 (Btrfs) v B R
volume
- Shared Folders Invisible in "Network” or "My Network Places” B\ .
volume
M Enable Network Recycle Bin i
z) App Privileges . V' Empty Recycle Bin le
Only accessible by administrator group users Apply B Volume 1
Encrypt this shared folder B Volume 1
| E Volume 1
KB  Volume 1
KB Volume 1
aying 1
o

Empty Recycle Bin:

Click this button to empty all  contents in this shared folder' s Recycle Binimmediately.

Encrypt this shared folder

Here you can choose whether or not you want to encrypt your shared folder and whether or not

you want to auto -mount it at system startup. Should you choose to encrypt your folder, after the
system restarts, you wil | have to manually enter the password or import the encryption key for

the folder in order to access it. Encrypted folders are normally used for the storage of critical or
confidential data. Should yo u lose your NAS you still needn' t worry about your data leaking out
and falling into the wrong hands.

Pl
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Warning U When choosing to use encrypted shared folders, please make it a point to
remember your password. Should you forget your password, the data in the shared folder will

become unrecoverable |

Export/impor t encrypted key:

Selecting tExport encrypted keyN will download the en
you need to mount an encrypted folder, you can select

encrypted keyN to mount the shared folder and begin &

NFS Privileges:

Here you can set NFS privileges for individual folders after first enabling NFS service.

85































































































































































